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ABSTRACT
This work tries to evaluate the existing approaches used to benchmark the performance of machine learning models applied to networkbased intrusion detection systems (NIDS). First, we demonstrate
that we can reach a very high accuracy with most of the traditional
machine learning and deep learning models by using the existing
performance evaluation strategy. It just requires the right hyperparameter tuning to outperform the existing reported accuracy
results in deep learning models. We further question the value of
the existing evaluation methods in which the same datasets are
used for training and testing the models. We are proposing the
use of an alternative strategy that aims to evaluate the practicality
and the performance of the models and datasets as well. In this
approach, different datasets with compatible sets of features are
used for training and testing. When we evaluate the models that
we created with the proposed strategy, we demonstrate that the
performance is very bad. Thus, models have no practical usage, and
it performs based on a pure randomness. This research is important
for security-based machine learning applications to re-think about
the datasets and the model’s quality.
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INTRODUCTION

In recent years, the number of malware and intrusion attacks has
escalated dramatically. Symantec claims that it detected more than
357 millions new variants of malware in 2016 [12]. Kaspersky report
that it detected 360,000 new malicious files a day in 2017 [2]. The
McAfee Labs Threats Report of 2017 state that it detected 57.6
million new malware or about 157,808 per day [3].
One of the most commonly used intrusion detection methods
is signature-based detection, which uses knowledge of attacks in
the form of signatures, which can be easily checked against monitored traffic. The major issue with this method is the availability
of signatures in the context of the constantly growing number of
attacks; the set of signatures has to be constantly updated and this
requires expert knowledge. This issue can be alleviated in part by

the automation of the detection procedures and the use of machine
learning methods, in particular, supervised machine learning.
For years, traditional machine learning algorithms have been
used for the network intrusion detection system (NIDS). For example, Decision tree learning, Random forest, Logistic regression,
Naive Bayes, k-nearest neighbours algorithm (k-NN) and other. But
recently, the use of Deep Learning models has become popular in
areas of cybersecurity. There are several architectures that can be
for deep learning includes Article Neural Network (ANN), Autoencoders (AE), Convolution Neural Networks (CNN) and Recurrent
Neural Networks (RNN) with different cells, like Long Short-Term
Memory (LSTM) and Gated Recurrent Unit (GRU).
There are several labelled datasets used for the purpose of evaluating network intrusion detection system. For example, NSL-KDD
which is a refined version of the popular KDD Cup 1999 datasets.
The dataset can be used in term of binary classification (normal,
attack), or multi-class classification (5 attack categories, or the name
of the exact attack) [13]. Most of the research on NIDS has focused
on creating machine learning models that perform better than previously reported in term of accuracy. Other measures are also used
as the F1 score. The evaluation strategy used is by train and test in
the same dataset. The results based on this method of evaluating
are very high. You can get 97% and more accurate detection rate
with most of the datasets available to NIDS. We argue that this
way of evaluation is far from the main goal of creating an intrusion
detection system. The model should build a real understanding of
the attack behaviour. But the results we are getting is more towards
overfitting on the dataset itself that have been created in a particular computer network setting with a particle methodology to
introduce intrusion’s ground truth.
Section 2 focus on the current strategy of evaluation. We will
demonstrate that we can get very high accuracy in the different
datasets by using traditional machine learning algorithms, as well
as deep learning models after a good hyperparameters tuning. Our
result shows that we can match the reported result or exceed them
in some cases. Section 3 we propose training and testing are done
in two different datasets. By doing so, we show that the models
perform poorly. This result is very important to re-think the models
and datasets available in this area.
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GETTING ACCURACY HIGH

Most of the time when we use traditional machine learning algorithms for NIDS, we are getting a higher result comparing with
deep learning algorithms. In this section, we want to demonstrate
that we can use most of the deep learning models and try to reach to
the same performance of classical machine learning or even more.
The aim of this part is to show that getting a high-performance
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Table 1: Evaluation with the current strategy - F1 Score
Algorithm
DT
RF
logit
k-NN
ANN
LSTM
GRU

Kyoto+
97.64%
98.19%
93.57%
97.16%
98.13%
97.91%
98.03%

NSL-KDD
99.46%
99.56%
93.69%
99.15%
99.24%
99.21%
99.17%

gureKDD
99.92%
99.94%
97.34%
99.92%
99.46%
99.42%
99.31%

2.3

NSL-KDD (multi)
99.36%
99.30%
95.27%
98.07%
98.25%
98.45%
98.40%

model is not hard based on the strategy method of evaluating the
models.

2.1

Methodology

We will use three different datasets: Kyoto2006+, NSL-KDD, and
gureKDD. First, we will check the accuracy that has been reported
in those datasets. Then, we will run different traditional machine
learning algorithms and report the result. Finally, we will try different deep learning algorithms. Even though we getting low accuracy
at the beginning, comparing with traditional machine learning, but
we will show with the right hyperparameters tunning we can match
or bypass the result of the traditional machine learning.
The training and testing are done within the same dataset. The
split is around 80% for training and 20% for testing. Then, we will
calculate the performance only based on the result of the testing
part. The performance can be measured by the ratio of the total
number of correct predictions by the total number of predictions.
But to avoid any Accuracy Paradox that might be there because of
the distribution imbalance of the data, we use the F1 score calculated
using Equation 1. The F1 will balance between Precision and Recall.
The models that we used are: Decision Tree (DT), Random forest
(RF), Logistic Regression (logit), K-NN, Artificial Neural Network
(ANN), and Recurrent Neural Network (RNN) with Long Short-Term
Memory (LSTM) and with Gated Recurrent Unit (GRU).
F1 = 2

2.2

Precision × Recall
2T P
=
Precision + Recall
2T P + F P + F N

KDD Variation Datasets Experiments

KDD cup 1999 dataset is one of the most known datasets for NIDS.
Different variations created based on this dataset because of reported problem [5][4]. We will use NSL-KDD and gureKDD datasets.
NSL-KDD is a refined version of KDD [13]. The gureKDD dataset
is generated from a scratch with the same purpose of KDD [6].
Many studies were done by using NSL-KDD dataset. For example,
this paper [7] reported an accuracy of 99% for both binary and
multiclass classification by using SVM. This paper [8] reached 99.6%
with K-NN. This paper [14] reported an accuracy of 97.09% by using
a recurrent neural network (RNN).
After we experiment with different models, the result we obtained is shown in Table 1. For binary classification of both NSLKDD and gureKDD, most the models give ≈99% of the F1 score. We
also show that this result can be obtained for the multiclass problem. To demonstrate that, we used 40 classes of different attacks
including normal traffic label. The result is shown in table 1. You
can notice that the result are around ≈98%-99%.
As you can notice from Table 1, our result matches the current
reported results or, sometimes, exceeded them by using the same
evaluation strategy.

3

A DIFFERENT EVALUATION STRATEGY

As we can see from the from previous, we can reach high accuracy
results. Many models created reach to 99% accuracy. Based on the
current way to assess the NIDS model, does it mean that we can
stop here and used the learned model in NIDS? Does the model
we created represent attack understanding learning? Or is it just
an over-fitting based on the dataset which represents a certain
type of computer network with a particular setting? In order to
address these questions, we propose another evaluation strategy.
We propose to use two different datasets that have the same domain
but a different distribution of traffic. Both of them should share
a same purpose and features, but generated from two different
computer networks. In this way, we will make sure that the model
not learning just the distribution of traffic in the network, but should
generalized the understating of the thing we want to find. In our
problem, we want to learn the abstract behaviour of the attack that
allows us to find the attack in a different network or find a new
zero-day attack with the same understanding.

(1)

Kyoto+2006 Dataset Experiments

Kyoto 2006+ is a dataset that has been generated for the purpose of
NIDS [10][11]. They used honeypot traffic as a source of ground
truth about the malicious activities. The dataset contains 22 features.
There are 3 class of labels for this dataset: normal, known attack,
unknown attack. We will convert the problem to be binary where 0
means normal traffic and 1 means malicious traffic. For comparison
reason, we will follow the same split and preprocessing of this
dataset to the one reported in [1]. The best accuracy results in
that paper are ≈84.15%. And after we calculated their F1 score we
got ≈87.56%. Another reported work with the same datasets can
be found here [9]. They used a stack of Artificial Neural Network
(ANN) layers. Their best result shows when they used 1000 hidden
neuron with F1 Score of ≈97.50%.
After we experiments with different models, the result we obtained is shown in Table 1. We reach to an F1 score of ≈98.13% by
using normal Artificial Neural Network (ANN).

3.1

Methodology

We will use NSL-KDD and gureKDD. Both datasets represent different computer networks, which will give us different distribution
in the traffic and the same set of features. Also, both datasets are
available for public download. The training will be done in one
dataset and the testing in the other, and vice versa. We take one
dataset as a whole in the training and another as a whole in the
testing. We will follow the same process as before where will use
traditional machine learning and different deep learning models.
The problem will be binary, but the idea can be applied to multiclass
problems as well. The importance of F1 score will show in the result.
So, consider only F1 score as a performance indicator.
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Table 2: New Evaluation Strategy - NSL-KDD(training),
gureKDD(testing)
Algorithm
Random Forest
ANN
LSTM

Accuracy
97.65%
80.85%
87.21%

to the new dataset. If above 50%, it means that your model starts to
learn something about the intrusion.

4

F1 Score
36.08%
9.59%
17.5%

Table 3: New Evaluation Strategy - gureKDD(training), NSLKDD(testing)
Algorithm
Random Forest
ANN
LSTM

3.2

Accuracy
52.71%
52.16%
52.78%

CONCLUSIONS

For a long time, we treated the problem of network intrusion detection system (NIDS) without the concern with the practicality of the
result in the real world. The researches are done in such a way we
train and test our model in the same dataset and just calculate the
accuracy. But, we argue that this way of thinking is not practical.
So, we spent the first section where we use different datasets with
different models. We showed that it’s not difficult to reach to very
high accuracy. It’s just required some hyperparameters tunning,
which lead up to 99% accuracy. But we argue that those results do
not represent the actual world. So, we spent out the second part
to use another evaluation strategy to measure the performance of
the model. We set up the experiments where the training is done
in one dataset and tested in another dataset and vice versa. And
the result shows that all models perform bad, with less than 40% F1
score and most of them less than 10%. This paper is a call to rethink
the current way to measure the quality of the models and datasets
we have in NIDS.

F1 Score
3.62%
5.19%
7.40%

Results And Discussion

During the training of the model, all of them reach the accuracy
of ≈99%. But we will only report the accuracy during the testing
phase. Table 2 shows the result when NSL-KDD used for training
and gureKDD used for testing. Table 3 shows the result when we
use gureKDD for training and NSL-KDD for testing.
As you can notice from the result obtained, all models give a very
low F1 score. From the current way to evaluate the performance,
the model is perfect. But when we test it with a different network,
the results are just random guesses. It means that the model didn’t
carry out the real learning of intrusions. This way to measure the
performance of NIDS models will not only benefit the way we
create our model but also about the datasets that we have and the
way we created them. From this angle, the datasets should have
those qualities. It should represent attack/malicious understanding
learning and can adapt to the change in the network traffic. The
general way to use the method is to train in certain dataset and test
in another dataset that has been generated from different network
traffic. But we can also go for more specific scenarios to evaluate
based on this method as follows:
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• When we have two datasets that have the same type of
attacks. We want to evaluate if we can find all the attacks or
not. This similar to the problem that we demonstrate before.
• When we have a categories of attack shared and we want to
evaluate the goodness of finding each category of attack.
• Evaluate the quality of the datasets. A high-quality dataset
should facilitate the good learnability of intrusion that can
be transferred to different datasets.
• Evaluating the finding of zero-day attack. Can the model
created in one dataset detect unseen attack from another
dataset?
• Multiple dataset learning: we can also make the model train
from multiple datasets and test in one or more datasets.
We should avoid train and test our model from traffic or information on the same computer network. Even if they have different names. For example, we cannot train in NSL-KDD and test in
KDD99. Because they are basically the same dataset. If your result
is below 50% of the F1 score, this means your model can not adapt
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